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LinkShield

LinkShield is a premium feature that is included as part of the Securemail Premium
package. LinkShield rewrites URL links contained within emails and checks for URL
based phishing, ransomware and malware attacks when the mailbox user clicks on
the link by highlighting whether the link is safe to visit or not

Admins will be able to track and report on these warnings presented to their employees and
if or if not the recommended actions presented on the warning messages were followed.



y LinkShield

LinkShield helps IT managers who want to secure their businesses mail environment from
malicious threats by mitigating the risk of URL based phishing, ransomware and malware
attacks in email and increase peace of mind by measuring the number of bad URL’s
blocked across your domain and blocking threats from affecting the companies devices
and infrastructure.
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The secure proxy will scan the original URL
destination to determine if it's a known
security risk or is potentially dangerous.

v Mitigate the risk and impact of URL based v
phishing, ransomware and malware attacks
in emails.

v URL rewriting ensures that all email URL’s v
are first redirected to the LinkShield secure
proxy for scanning and evaluation.

Reporting will allow you to measure the
number of bad URL’s blocked for your
domains user base and which warnings
were ignored.

it works

+ When clicking on a link inside an email we v If there is suspicious activity (but not enough
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will scan the end destination (as well as
any redirects that the link may contain).

If there is a known security risk, LinkShield
will warn the user not to proceed to the site.

to warrant a full warning), LinkShield will
advise proceeding with caution.

If the URL is clear from known security risks,
LinkShield will indicate that the destination
is clear and will automatically redirect you to
the original site.

To become a SYNAQ Client, contact us on (011) 262 3632 or email: sales@synaq.com



